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Functionalities made available on the SEZ Online system are reviewed and 

enhanced / modified from time to time. New functionalities are added in 

the system based on the inputs and requirements received from various user 

groups to facilitate the working of the users. These functionalities are 

developed based on understanding developed by NDML team from study 

of existing practices and procedures in this regard and efforts are made to 

provide features on the system those are compliant with the procedural and 

technical requirements. However, users are requested to refer the relevant 

legal and authorized documents and formations for reference on legal and 

authentic aspects of the transactions before filing transactions. SEZ Online 

and NDML does not accept in any respect, any liability for errors, 

inaccuracy, system mistake, non-compliances due to incorrect / delayed 

filing of documents, declarations made etc. Also SEZ Online is facilitating 

system integration and data exchange with various external systems to 

facilitate user transactions and based on availability of respective systems / 

data / services / business rules; integration is attempted and SEZ Online or 

NDML does not accept any explicit or implied responsibility or liability for 

operation and working of such data exchange systems and related impact, if 

any on user transactions.   
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1 2 Factor (2FA) Authentication for Secure Login 
 

An important function is being introduced in SEZ Online System, where 2-factor 

authentication (2FA) will be implemented for secure login into SEZ Online System. 

This is being done as per the recommendation of the Committee formed by DoC to 

further strengthen the systemic controls on user access and transactions. 

Currently registered users access the system by using their registered “User ID” 

and the “Password”. After the implementation of 2FA features, users will 

additionally need to enter the secure OTP delivered to their registered and verified 

Mobile Number or Email ID.  

To enable 2-factor authentication, the mobile number linked to the User ID must 

be verified. 

Users will click on login and capture a valid User ID, Password, and Captcha as 

below: 
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If the credentials entered are correct and the user is not suspended and any other 

parallel session is not active, the system will send the user an OTP on the verified 

mobile number and Verified email ID (it will not be sent if the email ID is not 

verified). Same OTP will be sent on both Email and Mobile so user can enter the 

OTP received on either Email / Mobile.  

 

If the mobile number is already registered with the system but not yet verified, and 

the user is able to enter the correct OTP, the system will automatically mark the 

Mobile / Email as verified.  

When it is already verified, the system will verify a valid OTP. In both cases (i.e., 

when the mobile number is verified or yet to be verified), upon capturing the correct 

OTP, the user will be navigated to the home page, i.e., the page displayed upon 

successful login. 

If the user enters an incorrect OTP for 5 attempts, the user will be restricted from 

logging in for a temporary cooling period of 30 minutes. 

The OTP sent will be valid for a period of 10 minutes, and if not entered within 

such validity period, it will expire and user will need to enter the details again. 
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If, for any reason, the user does not receive the OTP it can request the system to 

resend the OTP after waiting for 30 seconds. OTP can be requested for a maximum 

of 5 attempts. 

2-factor authentication will be enabled by default for all User IDs, i.e. Admin user, 

Maker, Approver, and CHA. 

While we recommend 2-factor authentication be enabled as an additional safety of 

your login credentials, a transitional facility is also provided where, based on the 

discretion of the user, it can be disabled. This is to avoid users getting locked out 

and this facility will be withdrawn after most users have migrated to 2FA.  

2- factor authentication can be disabled by the two methods explained below: 

1.1 An entity admin user can disable it 
1.2 User itself can disable it 
 

Disable using admin User 

Admin user can disable it by selecting the respective user ID as shown below. 

Admin user needs to click on Administration >> Maintain Unit Users >> Capture 

OTP 

Select User ID for which 2-Factor authentication needs to be disabled as shown 

below 

 

Open the user ID by clicking on the hyperlink and click on edit. 

Select “Off” against “OTP based Two-factor Authentication” as shown below 
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Click on save. Two-factor authentication will be turned off, and user will be able to 

log in with User ID, Password and Captcha only. 

2-authentication can be enabled again by the same process by selecting “OTP-

based Two-factor Authentication” as “ON”. 

Disable by User itself 

User needs to log in (two-factor authentication is assumed enabled) with User ID, 

Password, Captcha, followed by OTP sent on verified mobile number. 

User will be navigated to home page. User needs to click on User Profile >> Update 

Profile 

 

Capture OTP received after clicking on Update Profile. 

Click on edit button. 
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Select “OFF” against “OTP-based Two-Factor Authentication” and click on Save 
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Click on Save.  

Two-factor authentication can be enabled again by the same process. User will 

have to select “OTP-based Two-Factor Authentication” as “ON”. 

Note: When 2-factor authentication is enabled, user will not be asked to change 

their passwords every 45 days. However, if it is disabled, the user will be prompted 

to change their password every 45 days. i.e. from the day when it is disabled. 
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2 Display of “Due date of Receipt” in Temporary Removal/Sub-

contracting Challan 
 

Temporary Removal and Sub-contracting challans generated by the system will 

now show “Due date of receipt”. i.e. date by which goods taken out of SEZ for either 

temporary removal or sub-contracting shall be returned to SEZ. 

It will facilitate units in tracking the timely return of goods as stipulated by SEZ 

Rules. 

It will displayed as below: 

 

Date will also be shown when user selects “Goods cleared under Rule 50 on Self 

attestation basis (Instruction 84) 
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3 Attachment facility in the Unit Lease Deed Module. 
 

A facility is now introduced in Unit Lease Deed module to attach lease deed 

document executed between Unit and the Developer. 

Attachment size limit is 10 MB.  

The following formats will be allowed. 

▪ MS Word (.doc, .docx)  

▪ MS Excel files (.xls or .xlsx) 

▪ PDF files (.pdf) 

▪ Image files (.gif, .jpeg, .jpg) 

▪ Zip files (.zip, .rar, .7z) 
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